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|. Overview

The AC Portal is an application on the HEALTHeCOMMUNITY Portal; only ACs have access to the AC
Portal. The AC Portal allows you to manage HEALTHeLINK and HEALTHeNET users by requesting
new user accounts, deactivating users, resetting passwords, and much more.

As an AC, you are responsible for maintaining an accurate user list. Users at your practice(s) have access to
personally identifying information (PIl) and/or personal health information (PHI). Both data types are
sensitive and must be protected. You are responsible for maintaining who has access to this information
by (at 2 minimum):

e Verifying the practice list every 30 days. If you have not verified the practice user
list in 30 days, you will be unable to create any new users until you review and
approve the practice user list.

¢ Deactivating users who have left your practice within 24 hours of termination.

If you are an AC that manages users at multiple practices, you are now able to manage all users within
one badge.

2. Help and Support
For more information or training on the AC Portal, please contact the Help Desk.
For HEALTHeLINK™ Support

24/7 Help Desk Support 877.895.4724
Local Help Desk Support 716.842.6343

Additional training materials are available at
www.whnyhealthelink.com/PhysiciansandStaff/ TrainingVideos
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3. AC Portal Login
I. Login to HEALTHeCOMMUNITY Portal with your credentials

C HEALTHeCOMMUNITY ™ PORTAL

Welcome to the HEALTHeCOMMUNITY ™ PORTAL

Please Login.

HEALTHeLINK WEBSITE LINKS BASIC TROUBLESHOOTING

1, AL THSL INIC Wasng of cxpre Ciats Sources 1
e ok P K mop MTREMRNNN N ARG Rop-ina, The

an applcation, afier Gt 10 SECONS YEUF page netums i the
PAgR Whent you anginatly sekcied ihe appécation

2

DRUTL B COMOEIe Ve SETPT.

2. Select the AC Portal badge
a. If you are an AC at multiple practices, you will not see a practice name on the badge

C HEALTHeCOMMUNITY ™ PORTAL i G e
Messagas &
Thent ate A MeStagns af thed Sme. .:. AC Portal

Acidedt Snce the st e you kogged in

3. Go through two-factor authentication (TFA)
a. If you have already registered with Duo, simply authenticate using your pre-registered
device
b. If you need to set up Duo TFA, please refer to the Duo Security (TFA) Implementation
Guide

C HEALTHeCOMMUNITY ™ PORTAL

Device: [ Gaey S20+
Choose an aulhenbcation melhod

] Due Push rrcosssmom Send Me i Puty

I Call Ma Caill Ma

E] Passcodo Enfer a Passcodo

¥ Remember me for 12 o

TR HEAL THECTMMUNITY | Praacy Pocy
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4. Read and accept the attestation by clicking [ACCEPT]. You cannot enter the AC Portal without
accepting the attestation.

C HEALTHeCOMMUNITY ™ PORTAL it Sai

Authorized Contact Attestation

| have the authonty to act as an agent of the Participant with regards to requesting user access fights 1o one of more of the
HEALTHeLINK

1 havie racoived training in HEALTHGLINK Policies and Procedutos and agres 1o comply with the terms defmed therein

1 ha of @toirss 10 patiant dabs contsnad in B and the role I, as Contact, play in granting or revoking an Authorized
Lisar's acoss nghts.

Asan Cantact of pant, | and accept tha following responsdiliies

1.1 will authorize access to the for Particpant Users in accordance with HEALTHaLINK Policses and Procedures

2 | wall pnly Buthorize acoess for Authonzed Uisers of Participant who, in their job function at Pamicipant, have a legiimate need o acoess patent data via (he Applications and will
nquies! acoess rights bised on the ole at Parbcipant

3, 1 will assun each Authanzed User | suthorize receives HIPAA and HEALTHoLINK Policy and Procoduns traming phof o sccessing thi Applcations and will recine refreshor
training al keast annually

4 1am for use of the. by Usars | autharize and ihat access i compliant with HEALTHeLINK Poboies and Procedures and s
consistant with the Authonzed User's role

5, 1wl natity HEALTHLINK, in the manner defined in the HEALTHGLINK Policies and Frocedures, of any change i this reée or employment status of Authorzed Users | have
autharized whin the change alfects thir ccess rights.

6 1 will actively suppart HEALTHeLINK audit and beeach investigation efforts and spply sanclions as required by imemal Paricipant pohcy and/or HEALTHeLINK palicy.

T 1wl act a5 & key point of contact fof communacations with HEALTHaLINK regardang HEAL THeLINK services and procedures and for changes in Participants legal business
status, and contact

* - For this document, the tem HEALTHeLINK shall refer to all senices and appications provided by HEAL THeLINK and HEAL THeNET

DECLME | T
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4. User Management

4.1.  Practice User List

When you login to the AC Portal, the landing page is the Practice User List. The Practice User List
displays all active users you are responsible for maintaining, including their username, name, practice
associations, applications, and AC status.

4.1.1. Filtering and Searching the Practice User List
By default, the Practice User List displays all users across all practices and all applications you have
permissions to manage. You can adjust the results by using the fields provided and clicking [SEARCH]:

e Application
0 NOTE: You can only filter by applications that you have permissions to manage
e First Name
e Last Name
e Username
e Employee ID
0 NOTE: This field is only relevant to users who submit internal employee IDs with their
application requests

Test User
Wi Prpfe  Checot Paipwsrd  RaeOull

C HEALTHeCOMMUNITY ™ PORTAL

Manage Users
Practice User List
HEALTHeLINK User Appiicatian

VESSY LIET WITHOUT DEACTIATION

HEALTHNET User Apy

SACUTe M5 LIy

it e 15 10 IBnger with

Request 2 NEW Authes

Trainsng Matsnials Appicaticn ()
AC Portal User Training Guide Pt -
Lt Mame
Usesmame
Emmpiyee |0

{5 Rowes $178 ol 1178
Uzer Kame o First Name Lazt Name Birth ate Practice
Testt Usert CHOT90Y  Test Practicrt
Test: Userz 021902 Test Practice?
Testa User3 03031903 Test Practiced
Tesad Usesd (40411904 Test Practice?

Tests Lisees 05051505 Test Practice?

Tesih Usess OR0E 1506 Test Practiced

If you manage multiple practices, you have an additional search option: Practice. You can select all, one,
or multiple practices using the Practice field. To select multiple practices, click “practices” while holding
down [Ctrl] on your keyboard.

4.1.2. Verifying the Practice User List without User Deactivation
I. Click “Practice User List” on the left hand navigation
a. NOTE: This page is also the default page when you log into the AC Portal
2. Review the user list. All users on the Practice User List are active.
a. If you are the AC for multiple practices, you must review the user list for each practice.
To view all users at the same time, select “All” under the Practice search option.
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3. If absolutely all users in the list are accurate, click [VERIFY LIST WITHOUT DEACTIVATION]

Manage Users

C HEALTHeCOMMUNITY ™ PORTAL o R

Practice User List

HEAL THaL IS Uisar Application

HEALTHeNET Uiser Appiication

Securs Messaging Uses Application

Request a NEW Authornzed Contact ONLY
Pracice (An)
Practice Uiser List Test Practicet

Test Practiced
Users Test Practical -

Reporting b sy o et iy g o it ] g i i

AC Actrvity Repart

Traineng Materals Appacacn )

AC Portal Usar Training Guice

==
Haces Usat Hamy E'WIJ"" First Hame L2st Nam Binn Dat Pracpes seplieasion

VOUTHN  Tes Practicel  HEALTHeLING TEST

4. Click [CONTINUE] on the confirmation pop-up to complete verification of the practice list

C HEALTHeCOMMUNITY ™ PORTAL N e P2

1 lLoogst

User List Confirmation Verification “

| attest that the user list for my practice(s) is an accurate of my current users,

< Salectan Userans Pracuce Application

5. Repeat steps |-4 for all practices where you are the AC
6. If users in the list must be deactivated, see section 4.1.3., Verifying the Practice User List with
User Deactivation section of this document instead

You are required to review user list(s) every 30 days. If you do not review your user list(s),
you will be blocked from requesting any HEALTHeLINK or HEALTHeNET users until
reviews are completed.

4.1.3. Verifying the Practice User List with User Deactivation
I. Click “Practice User List” option on the left hand navigation
a. NOTE: This page is also the default page when you log into the AC Portal
2. Review the user list. All users on the practice user list are active.
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a. If you are the AC for multiple practices, you must review the user list for each practice.
To view all users at the same time, select “All” under the Practice search option.
3. If absolutely all users in the list are accurate, see section 4.1.2, Verifying the Practice User List
without User Deactivation section of this document.
4. If users in the list must be deactivated:
a. Select users using the checkbox in the “Deactivate User” column
b. Click [DEACTIVATE SELECTED USERS AND VERIFY LIST]

= C HEALTHeCOMMUNITY ™ PORTAL e P

Practice User List
MEALTHELINK User Appiicaton

HEALTHNET User Appacanon

Secure MesLaging User Application

Request 3 NEW Authorized Contact ONLY

Test Pracucel
Test Practiced
Test Practiced

Repoetieg

AC Actvity Repon

Trainsng Matsnials r— I

AC Portal User Training Guide

25t
peesit)
e
(8 14 4 Rows 117800170 Page 1 v
beoriinal | et Hame EMGGVE  Ficsttiame Last Hame Bnnoa  Eracace Apsisation
Test Usert
* Testz ez
- Testa secs
« et fren
% i

i. The pop-up that displays will list the users selected in step 4a with each
application for the user listed as a separate line
ii. NOTE: All applications for the user will be deactivated
c. Click [CONTINUE]

C HEALTHeCOMMUNITY ™ PORTAL e

oot [y 41

User List Deactivation Confirmation =

| attest that the user list for my practice(s) is an accurate reflection of my current authorized users,
except for those noted below.

Practice Applicanen
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5. Repeat steps |-4 for all practices where you are the AC

You are required to deactivate users with 24 hours of termination.

4.2.  Users Page and Updating User Records

As an AC, you can conduct the following actions on a user’s account:

e Reset password and issue a temporary password

e Manually identity proof (IDP) a user who has failed IDP
e Update a work email

e Send a new user email

e Unlock a locked user

e Force a user through IDP

Additionally, you can use search features on the Users page to pull up lists of active and deactivated
users.

4.2.1. Manual IDP
If a user fails identify proofing during new account set up, you can manually verify their identity in the
AC Portal following the steps below:

I. Select “Users” option on the left menu
2. Enter user information in search fields
3. Click [SEARCH]

Tust Unar
Mot Changs Pewwoed (Lo Suil

= c HEALTHeCOMMUNITY ™ PORTAL

Manage Users
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4. Click [EDIT] on appropriate user record

Test User

= C HEALTHeCOMMUNITY ™ PORTAL

i Manage Users
HEALTHeLINK Uner Apphcaton

MEALTHSMET User Appication

Securs Messaging Ussr Ap

Request 2 NEW Authorized

Practice User List

Uners.

Reporting
& Activity Report
@ Materals
AC Portal User Training Guide Rows 2003
EirstHame  LastMame i Dae Emai Ansmae Email icerw Poatal Code

usar 122G festuser eenamancetel com

tearuer Tt User L

SO0 HEALTHeCOMMUNITY | Priacy, Policy

5. Click [Manual IDP]

C HEALTHeCOMMUNITY ™ PORTAL

Manage Users

Manage Users

HEALTHeLINK Liser Appiicasian

HEALTHSNET Uiser Appocanon

Securs Massaging User Application

Request 3 NEW Authonzed Contact ONLY Poral Lssmans hasert Access Privileges
Practics User List ' [:

EmergenceTek Group
nees
I HEALTHaLINK TEST (Last Acciss: NiA}

porting

Authorized Contacts:
AL Actwity Raporn uthorized C act:

IESSENSeMenEnoeiei com =
Trainang Materials a
-
B s
Terst Ligar2
y1 - Test 3

limited actest

6. Fill in the pop-up form with the identification details you used to confirm the user’s identity
7. Click [SAVE]

L? HEALTHeCOMMUNITY ™ PORTAL

Manual IDP
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4.3. Requesting a New User Account

4.3.1. HEALTHeLINK User Application
Follow the steps below to request a new user account for HEALTHeLINK.

I. Select “HEALTHeLINK User Application” on the left hand navigation
a. If you are an AC at multiple practices, you must select the practice for the new user
prior to filling out the application

C HEALTHeCOMMUNITY ™ PORTAL S

Select a Practice

Select the Practice you are requesting a User for:

|:-'-Mv~'!

b. If you have not reviewed your practice list in 30 days, you will be blocked from
submitting an application. Click [REVIEW PRACTICE USER LIST] to go to the Practice
User List page to verify the practice user list.
2. The Application, Practice, and Organization name fields are pre-filled and uneditable based on
practice selection. Complete the Notes field, if applicable. Use the Notes field to include items

such as:
a. HIE worklist (Transfer to PACs) requests
b. Parental Consent Override (PCO) requests
c. Break the Glass requests
d. Secure Messaging requests
e. Prior name and username information (in case of name change)

Practice

Application: HEALTHeLINK User Application

Practice:

Notes:

05/12/2020 2475 George Urban Boulevard, Suite 202, Depew, NY 14043 Page 10 of 20
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3. Enter user information. The minimum required fields are indicated by an asterisk and are also
outlined in red.

User Information

EMR User ID: EMR User ID

*First Name: ie Jon

Must be legal first name

Preferred First Name: e Jon

*Last Name: [i e. Smith ]

*Birth Date: [I\dM:‘DD;‘YYYY ]

Gender: IMale

Female

User's Individual Work E-mail i.e. jon.smith@hospital.com

“Necessary for identification purposes

Employee ID: Employee 1D

4. Select the Authentication Method from the dropdown
a. If you are at trusted site of HEALTHeLINK, select “Trusted Site” from dropdown
b. If selecting “Text message to cell”’, “Voice call to cell”, or “Voice call to landline”, you
must enter the user’s phone number. This must be a personal phone line exclusive to
the user.

Authentication Method

*Method: { Text message to cell v ]

Receiver # { i.e. 716-555-1212 ]

c. If selecting HEALTHeLINK Token, you have the option to enter a token #. If you have
unused tokens at your practice, enter this in the Token # field.

Authentication Method

*Method: HEALTHeLINK Token M

Token #: Token Number

If you will reuse a token assigned to your practice, please enter the code

05/12/2020 2475 George Urban Boulevard, Suite 202, Depew, NY 14043 Page || of 20
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5. Enter organization information and user’s work address. The minimum required fields are
indicated by an asterisk and outlined in red.

Organization Information \

Organization Name: ECMC
Department or Group: |i e. Emergency Department |
“Organization Address: [i e. 123 Fake St ]
“City: [I e. Buffalo ]
“State: [ New York v ]
*Zip Code: [| e 14203 ]
“Office Phone #: [| e. 716-555-1212 ]
Office Fax # |i e. 7165551212 |

User's Work Address, If Different From Organization Address \

Work Address: |i e. 123 Fake St |
City: || e Buffalo |

State: New York "
Zip Code: |i e 14203 |

05/12/2020 2475 George Urban Boulevard, Suite 202, Depew, NY 14043 Page 12 of 20
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6. Select the appropriate job category from the dropdown menu. NOTE: Selecting “Non Clinical”
prevents the user from seeing patient results.

a. Select appropriate checkboxes for additional access (I-STOP, HEALTHeLINK consent,
Results Delivery).

b. If you selected “MD/DO/Fellow” or “PA/NP” from the job category, you must complete
the Provider Information section.

HEALTHeLINK Account Information

*Job Category MD/DO/Fellow M

This user has an existing I-STOP account and would like Single Sign
On through HEALTHeCOMMUNITY Portal

This user will be managing HEALTHeLINK consent. If checked, select
method from below:

This provider is only being set up for Results Delivery

This user should be permitted to access a patient’s Substance Use
Disorder information that is subject to 42 CFR Part 2 regulations

Provider Information

This provider works in multiple locations
This provider has Results Delivery.

This provider needs to be added to our current PATIENT ALERT NOTIFICATIONS (Your Organization must have this
service currently set up)

- | |

“NYS License #: [ ]

Prescription DEA #:

Quest Client ID #:

REQUEST ACCESS xCLEAR ALL FIELDS

7. Click [REQUEST ACCESS]
8. You will receive an email once the application has been processed

When the account is processed, the user will receive an email from noreply@wnyhealthelink.com. The
email will contain a link to the HEALTHeCOMMUNITY Portal to complete their account setup. The link
will expire after seven days and can only be clicked once. If the link expires and the user needs a password
reset, you can use the AC Portal to issue the user a temporary password.

It could take up to five business days for HEALTHeLINK to process the user request.

05/12/2020 2475 George Urban Boulevard, Suite 202, Depew, NY 14043 Page 13 of 20
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4.3.2. HEALTHeNET User Application
Follow the steps below to request a new user account for HEALTHeNET.

I. Select “HEALTHeNET User Application” on the left hand navigation
a. If you are an AC at multiple practices, you must select the practice for the new user
prior to filling out the application

-,'_j HEALTHeCOMMUNITY ™ PORTAL

Select a Practice

Select the Practice you are requesting a User for:

Seiect

b. If you have not reviewed your practice list in 30 days, you will be blocked from
submitting an application. Click [REVIEW PRACTICE USER LIST] to go to the Practice
User List landing page to verify the practice user list.
2. The Application, Group Assignments, and Date fields are pre-filled and uneditable based on
practice selection

Group Information

Application: HEALTHeNET

Group Assignments:

Date:

05/12/2020 2475 George Urban Boulevard, Suite 202, Depew, NY 14043 Page 14 of 20
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3. Enter user information. The minimum required fields are indicated by an asterisk and are
outlined in red.

User Information
*First Name: [i_e. Jon ]
Must be legal first name

“Last Name: [i_e_ Smith ]
*Date of Birth: [MM.’DD!YYYY ]
*Phone Number: [| ©. HifH T HHHH ]

Phone Extension i.e. Ext: 123
“User's Individual E-mail Address: [ i.e. jon.smith@hospital.com ]

Organization Name Healthelink Staff
*State: [ New York M ]
“County: [i.e. Erie ]
Employee 1D (HealthNow only)

4. Indicate whether the user is a physician
a. If the user is a physician, you must provide the user’s NPS and NYS License # in the
appropriate fields

This Section is for Physicians and Extenders (MD, DO, DPM, PA, RN, NP etc.) ONLY

“Are you a physician? ¥ Yes [ No

o | |

NYS License # [ ]

5. Select a specialty, if applicable

Specialty
Chogse one that applies () Ground/Air Ambulance
*) Durable Medical Equipment(DIME)

*) Laboratory
~ Dental

05/12/2020 2475 George Urban Boulevard, Suite 202, Depew, NY 14043 Page 15 of 20
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6. Select appropriate checkboxes for additional access

Access Rights

Permissions automatically given to all + Eligibility Inguiry + Provider Inguiry
users
+ Refemral Request + Referral / Authorization Status Inquiry
Optional permissions to add Claims Status Inquiry (Note: All Payer users have this

permission automatically)

Batch through the Ul(requires functionality in the
submitters system to be able to provide transactions in
EDI format)

HealthNow Authorized Contact (BlueCross BlueShield
of Western New York/BlueShield of Northeastern New
York) - Access to Risk Manager and Reports on
Provider Website

REQUEST ACCESS 3 CLEAR ALL FIELDS

7. Click [REQUEST ACCESS]
8. You will receive an email once the application has been processed

When the account is processed, the user will receive an email from noreply@wnyhealthelink.com. The
email will contain a link to the HEALTHeCOMMUNITY Portal to complete their account setup. The link
will expire after seven days and can only be clicked once. If the link expires and the user needs a password
reset, you can use the AC Portal to issue the user a temporary password.

It could take up to five business days for HEALTHeNET to process the user request.

4.3.3. Secure Messaging User Application
This is a missing section that must be added

05/12/2020 2475 George Urban Boulevard, Suite 202, Depew, NY 14043 Page 16 of 20
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4.3.4. AC Portal User Application
Follow the steps below to request a new authorized contact for your practice.

I. Select “Request a NEWV Authorized Contact ONLY” on the left hand navigation
2. Thoroughly read the administrative responsibilities of an AC. If you still want to continue with
the additional of an AC to your practice, click [CONTINUE]

C HEALTHeCOMMUNITY ™ PORTAL

Request a NEW Authorized Contact ONLY

You are choosing to set up this user with P
Cantact for your organization. Each time they log into the AC Portal they will acknowledge the
following attestation, which outlines the Responzibilities and Rolés of an Authorized Contact:

3. If you are an AC at multiple practices, you must select the practice for the new user prior to
filling out the application

-',_j HEALTHeCOMMUNITY ™ PORTAL

Select a Practice

Select the Practice you are requesting a User for:

Select

a. If you have not reviewed your practice list in 30 days, you will be blocked from
submitting an application. Click [REVIEW PRACTICE USER LIST] to go to the Practice
User List landing page to verify the practice user list.
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9. The Application and Practice fields are pre-filled and uneditable based on practice selection

Practice

Application: Authorized Contact

Practice:

Test Practicel

Notes:

10. Enter user information. The minimum required fields are indicated by an asterisk and are
outlined in red.

User Information

“First Name: [i e. Jon ]

Must be legal first name

Preferred First Name: ie. Jon

“Last Name: [i e. Smith ]

*Birth Date: [M M/DD/YYYY ]

Gender: IMale
Female
*User's Individual Work E-mail [ i.e. jon.smith@hospital.com ]

*Necessary for identification purposes

*Pin [i&n;,r.: St (Choose a 4-digit PIN)

*Necessary for identification purposes

I'l. Select the Authentication Method from the dropdown
a. If you are at trusted site of HEALTHeLINK, select “Trusted Site” from dropdown
b. If selecting “Text message to cell”, “Voice call to cell”, or “Voice call to landline”, you
must enter the user’s phone number. This must be a personal phone line exclusive to
the user.

Authentication Method

*Method: Please Select v
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12. Enter organization information and user’s work address. The minimum required fields are
indicated by an asterisk and outlined in red.

Organization Information

Organization Name: Healthelink Staff
Department or Group: i.e. Emergency Department
“Organization Address: [| e. 123 Fake St ]
“City: [i e. Buffalo ]
*State: [ New York M ]
*Zip Code: [| e 14203 ]
*Phone #: [| e 716-555-1212 ]

User's Work Address, If Different From Organization Address

Work Address: i.e. 123 Fake St
City: 1.e. Buffalo
State: New York v
Zip Code: ie 14203

I3. Select the appropriate applications from the list. It is important to remember that the applications
selected will allow the new, requested AC to request and deactivate users for that application for your

practice.
Applications
. inatinme- Consent App -
Select Applications: HEALTHeLINK TEST
HEALTHENET
Secure Messaging -
*To select multiple Applications, hold the Control {Ctrl) Key as you click.
REQUEST ACCESS xCLEARALL FIELDS

I4. Click [REQUEST ACCESS]
I5. You will receive an email once the application has been processed
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5. AC Activity Report

©

HEALTHeLINK

As an AC you have the ability to access an activity report to review what functions were performed in
the AC Portal for your practice(s). This report will contain activity from all ACs if your practice has

more than one.

I. Select “AC Activity Report” from the left hand navigation
a. Click [SEARCH] to generate the full report
b. Narrow down your search by entering criteria in the search fields

C HEALTHeCOMMUNITY ™ PORTAL

AC Activity Report

S HEAL THeCOAILINITY | Petity Pocy

2. Use the arrows at the top of the list to navigate the report
3. Sort the columns by clicking on the column headers
4. Download the report by clicking on the Excel icon

= c HEALTHeCOMMUNITY ™ PORTAL

Test User

Wrfnde Chacvelaiesd ReeQul

AC Acuvity Report

Pracace

13700

A

Fequest

Test Practhiced
et Prachicel
Test Practiced X
Slant e
nd Ciate B
AL Userrame: ] L3
First Hame 1]
a5t Name
...... fste =
& Fiows 1+ 30
Eirst Name Lo Name Portat Usermame
Takan By Dt Takee
e = ;
achest A1 00 P Deacuvabon st Aamin Test Practiced testusert
achest 1, 57('2’; Deactivation Test Ackmin Test Practice? WSS
actest Deactvation Tt Passwor Test Practiced shusert SRS
. ez " Tt . | o1
o szitopw  CeScWam Tesl Admin TestPracicsl  tasusert
s T ErmempenceTer
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